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May 7, 2010

Via e-mail

James Arden Barnett, Jr., Chief

Public Safety and Homeland Security Bureau
Federal Communications Commission

445 12th Street SW

Washington, DC 20554

Re: Network Reliability Steering Committee 2008-2009 Biennial Report
Dear Chief Barnett:

On behalf of the Alliance for Telecommunications Industry Solutions (ATIS), | am pleased to
present the most recent Biennial Report of the ATIS Network Reliability Steering Committee
(NRSC).

The ATIS NRSC strives to improve network reliability by providing timely consensus-based
technical and operational expert guidance to all segments of the communications industry.
Formed in 1993 at the recommendation of the first Network Reliability and Interoperability
Council, the NRSC addresses network reliability improvement opportunities in an open
environment and advises the communications industry through the development of standards,
technical requirements, technical reports, bulletins, best practices, and annual reports.

The enclosed report reviews the industry’s network reliability actions and related trends

during the 2008-2009 period. It provides guidance and recommendations for improving

existing network reliability practices and processes and provides in-depth analyses of the
major causes of network outages and identifies specific, actionable countermeasures.

The report also signals the NRSC’s shifting focus to acknowledge the industry’s rapidly
changing technical and operational environments. As the industry increasingly shifts towards
broadband and wireless services, issues such as emergency communications (e.g., E911),
control networks (e.g., SS7), network resiliency, and emergency preparedness are magnified —
and next-generation solutions become necessary.

If you have any questions or would like further information, please do not hesitate to contact
me at (202) 434-8848.

Sincerely,

Gn o

Susan M. Miller
ATIS President and CEO

Standards that Drive the Business of Communications
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and a member of the Inter-American Telecommunication Commission (CITEL). For more information, please visit
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DATE: April 2009

TO: Stakeholders of the Nation’s Public Communications Networks

Network reliability is a discernible issue at both the Federal and
State levels and its visibility has increased with the current
Administrations. It is clear that public communication networks
are vital to the nation’s social well-being, public safety, economic
stability, prosperity, and national security. As well, Federal and
State governments continually monitor network outages,
network reliability, and the overall availability of critical
network infrastructure. Current issues such as emergency
communications (e.g., Enhanced 911 or E911), control networks
(e.g., Signaling System 7 or SS7), network resiliency, and
emergency preparedness are major focus areas that affect
communications service providers and equipment vendors.

Throughout its history, the Network Reliability Steering Committee (NRSC) has focused on various
metrics - including outage frequency and outage impact - to ensure that the nation’s public networks
maintain their vitality. The NRSC also has begun transitioning its initiatives to embrace today’s rapidly
changing technical and operational environments and the industry shift towards increased broadband
and wireless services.

This Biennial Report reviews observed industry network reliability trends and associated
recommendations for the years of 2008 and 2009. Within this report, a multitude of studies are
presented in which representatives from NRSC member companies partnered to address an observed
trend or an identified industry need. The resulting analysis and guidance includes insights as to the
major cause(s) of a concern and the specific, actionable countermeasures the industry believes would
effectively address the issue.

As with our distinguished predecessors, we recognize the industry’s vital role in serving the nation’s
needs, its commitment to ensuring highly reliable networks, and its willingness to work together for
the common good of network reliability despite a very competitive environment. In the coming year,
the NRSC will continue in its collaborative mission and activities to be a model for others around the
world and seek opportunities to improve this approach. As well, the NRSC will maintain its efforts to
efficiently utilize membership resources, to respond to identified industry issues or needs in a timely
fashion, to sustain an environment conducive to open communication, and to support NRSC driven
initiatives.

S %Gcaa'?(u/mﬂwq,w gém, 6 %j il

STACY HARTMAN ROBIN HOWARD
NRSC CO-CHAIR NRSC CO-CHAIR

Qwest Verizon
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EXECUTIVE SUMMARY

About the NRSC

The Alliance for Telecommunications Industry Solutions” (ATIS) Network Reliability Steering
Committee (NRSC) addresses network reliability improvement opportunities of service providers and
vendors, in a noncompetitive environment, and allows participants to develop standards, technical
requirements, technical reports, bulletins, best practices, and biennial reports on the health of the
nation’s telecommunications networks. The NRSC also coordinates industry improvements in network
reliability through outage analysis. The current mission statement of the NRSC is as follows:

The NRSC strives to improve network reliability by providing timely consensus-based technical
and operational expert guidance to all segments of the public communications industry.l

The NRSC is deeply committed to intra-industry collaboration, which is essential in ensuring that the
industry’s expertise is available to monitor and address critical trends in the reliability of our nation’s
public communications networks. This NRSC addresses these critical trends by:

Identifying potential network reliability issues through an opportunity evaluation process;
Establishing teams to work specific reliability issues;

Conducting special studies to develop industry recommendations and/or Best Practices;
Providing industry feedback to the Federal Communications Commission (FCC) on network
reliability and on the FCC’s Network Outage Reporting System (NORS) and Disaster
Information Reporting System (DIRS); and

¢ Serving as a public educational resource on network outage trends and the industry’s ongoing
efforts to resolve network reliability concerns.

* & & o

Figure 1: November 2009 NRSC Full Committee Meeting, Washington, D.C.2

1 Mission Statement of the NRSC, < http://www.atis.org/nrsc/index.asp >.

2 From left to right: Percy Kimbrough (AT&T), Norris Smith (Nokia-Siemens Networks, representing Century Link), Mark
Adams (Cox Communications), Sharon Cary (Metro PCS), Jim Runyon (Bell Labs-Alcatel Lucent), Stacy Hartman (Qwest), Jay
Naillon (T-Mobile), Harold Salters (T-Mobile), Gail Linnell (Telcordia Technologies), Rose Fiala (T-Mobile), Karl Rauscher

2
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As a trusted expert, the NRSC addresses network reliability improvement opportunities in an open,
noncompetitive environment. The NRSC advises the communications industry through the
development and issuance of standards, technical requirements, technical reports, bulletins, best
practices, and biennial reports. This biennial report covers the period of 2008 and 2009. A brief
summary of the history of the NRSC is provided in the Introduction of this report (pages 6-9).

Changing Regulatory Environment and Changing Industry

In 2009, the communications industry saw a number of new initiatives that may have impacts on
network reliability and outages. For instance, the FCC Advisory Committee Communications,
Security, Reliability, and Interoperability Council (CSRIC) was re-chartered in 2009 to provide
recommendations to the FCC to ensure - among other things - optimal security and reliability of
communications systems, including telecommunications, media, and public safety3.

Significant national political attention was focused on broadband deployment. The American Recovery
and Reinvestment Act (ARRA) of 2009, which was signed into law on February 17, 2009, provided
billions of dollars in funding for initiatives to accelerate broadband deployment in unserved,
underserved, and rural areas to create jobs and provide other significant public benefits. The ARRA
required the FCC to develop a National Broadband Plan by February 17, 2010. The FCC opened a
rulemaking to solicit input on the plan and issued a series of public notices seeking “tailored
comments” on issues such as:

¢ Broadband-related public safety, homeland security, and cybersecurity issues;

¢ The transition from a circuit-switched network to an all-IP network;

*

The potential establishment of a clearinghouse for broadband-related best practices; and

¢ How broadband can be used for telework (including its use during pandemics and natural
disasters).

Further, on December 16, 2009, the FCC published the National Broadband Plan Policy Framework
which identified a data gap with the current framework to improve data collection across the
Commission*. How this data collection gap is addressed is of great interest to the communications
industry

There were also significant changes to the FCC during 2009. The year saw the appointment of a new
Chairman and two new Commissioners. The new leadership tasked the FCC with reviews of key
internal processes, including a review its data collection processes. A review of the FCC’s
preparedness for major public emergencies was also undertaken.

As the aforementioned activities move forward, the NRSC is poised to provide significant
contributions and expert industry guidance regarding critical infrastructure network reliability issues.

(Bell Labs-Alcatel Lucent), Robin Howard (Verizon), Rick Griepentrog (AT&T), Lisa Siard (Ericsson representing Sprint),
Mark Peay (Cox Communications), Spilios Makris (Telcordia Technologies), Chris Oberg (Verizon Wireless).

3 FCC Public Safety and Homeland Security Bureau CSRIC home page < http:/ /www.fcc.gov/pshs/advisory/csric/ >.
4 FCC National Broadband Plan Policy Framework
< http:/ /hraunfoss.fcc.eov/edocs_public/attachmatch/DOC-295259A1.pdf >.
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National Shift to Broadband and Wireless

Over the past several years, the lines between wireline, wireless, cable, and satellite services have
become increasingly blurred as services continue to converge. Moreover, consumers have become
increasingly dependent on the availability and flexibility of communication networks to stay connected
to colleagues, friends, and family regardless of their location. Online web services, streaming video,
text and instant messaging, and social networking sites have begun to overshadow traditional
telephone services and have resulted in the explosive growth of broadband and wireless services across
the industry. Yet, despite the emergence of new applications and services and the continued evolution
of the network, the underlying legacy network infrastructure continues to be a vital part of
communication networks and will remain so well into the future.

N ——
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New consumer demands for flexibility and mobility have increased industry and governmental
concerns regarding issues such as emergency communications (e.g., E911), control networks (e.g., SS7),
network resiliency, and disaster outage preparation. These major focus areas and issues affect not only
communications service providers, but also equipment vendors. As the public shifts their expectations,
so must the industry as it addresses these concerns. As society and technology move forward, industry
must build upon its past success and recognize that reliability remains as vitally important to the
legacy network as it is to existing and emerging next generation networks. The lessons learned and the
paths taken to resolve reliability issues must be documented, so that they can be applied to avoid or
overcome future challenges.

The NRSC plays a critical role as industry mentors and acts as an archive of the past, as well as the
future of reliability of communication networks, regardless of the evolving technologies or regulatory
environment.

Highlights
During the 2008 to 2009 timeframe, the NRSC was involved in various stages of eleven special studies
and NRSC initiatives, studies, and filings. Along with the special study teams, the NRSC also formed
two standing Subcommittees. These groups provided informative status reports during the NRSC’s
quarterly public meetings. The covered topics included:
¢ Special Studies:

0 DS3 Outage Study Subteam

0 E911 Outages Subteam

0 Wireless Outages Subteam

o

Wireline Outages Subteam
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& NRSC Initiatives, Studies, and Filings:
0 NRSC Restructuring

0 NRSC comments on Data Collection, Processing, Analysis and Dissemination to the
Office of Strategic Planning and Policy Analysis

0 NRSC comments on NBP Public Notice #3 for GN Dockets 09-47, 09-51, and 09-137 for
Telework

¢ Subcommittees:

0 Best Practice Subcommittee
* Pandemic Special Study
0 Outage Reporting Advisory Subcommittee (NORS? and DIRS®)
* DIRS User Manual Review
* DIRS Industry Test Case
* NORS User Manual Review

* Recommendations on NORS Descriptions of Root Cause, Direct Cause, and
Contributing Factors

As a result of these studies:
¢ A Pandemic Preparation Checklist was developed and made available to the industry free of
charge.
A White Paper on State Outage Reporting was developed.
6 NRSC Bulletins were posted.
19 new Best Practices were developed and posted.

Over 50 existing Best Practices were highlighted for industry attention.

* 6 6 o o

Six study teams gave over 45 analysis reports to the industry during quarterly public meetings.

This report provides a statement on the health of the nation’s public networks that represents the
expert industry collaborative analysis, specific actionable guidance for improving network reliability,
and context for understanding issues that affect the NRSC’s ability to continue to be an effective force
in promoting high reliability.

5 Network Outage Reporting System.
6 Disaster Information Reporting System.
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Network Reliability Steering Committee
2008-2009 Biennial Report

INTRODUCTION

History of the NRSC

Several Catastrophic Outage Events

From 1988 through the early 1990s, the United States communications industry experienced several
network outages that impacted a large number of subscribers. Beginning with the “Great Hinsdale
Fire” of 1988 through several Signaling Transfer Point (STP) outages in 1991, the nation increased its
focus on the reliability of its public networks.

The Network Reliability Council is Established

In November 1991, the Network Reliability Council (NRC) was established by the FCC to bring
together telecommunications industry leaders and telecommunications experts from academic and
consumer organizations to explore and recommend measures to enhance network reliability.”

The FCC Mandates Outage Reporting

In April 1992, the FCC required the reporting of outages by exchange and interexchange service
providers. In order for an event to be reportable, it had to last 30 minutes or more and potentially
affect at least 50,000 customers.® The industry-led NRC afterward recommended that the reporting
criteria be lowered to 30,000 customers. Another NRC recommendation was to report all outages
affecting 911 emergency call centers, major airports, nuclear power plants, major military installations
and key government facilities. Carriers began reporting outage events using the lowered threshold
criteria in June 1992. Because of the sensitive nature of some of the outage events (e.g., military
installations), in May 1993, the National Communications System (NCS) accepted the task of reporting
such outages to the FCC. In August 1994, FCC outage reporting regulations were revised.” Most of the
changes had already been accommodated for by the industry in their voluntary reporting of events that
began in June 1992. Other major changes included the reporting of fire-related incidents potentially
affecting 1,000 or more lines, and the requirement that final reports include root-cause analysis and a
review of how Best Practices (BPs) could have prevented or mitigated the impact of such events.

7 Daugherty, H.T., Klein, W. J., U.S. Network Reliability Issues and Major Outage Performance, IEEE Computers and
Communications, 1995. Proceedings., IEEE Symposium on Volume , Issue , 27-29 Jun 1995, Pages: 114 -119.

8 FCC Report and Order, CC Docket No. 91-273, Federal Communications Commission, Washington, D.C., adopted February 13,
1992, released February 27, 1992.

9 FCC Second Report and Order, CC Docket No. 91-273, Federal Communications Commission, Washington, D.C., adopted July
14, 1994, released August 1, 1994.

6



NETWORK RELIABILITY STEERING COMMITTEE 2008-2009 BIENNIAL REPORT

The NRC Recommends the Industry Formation of the NRSC

In its 1993 Report to the Nation, the NRC! recommended formation of the Network Reliability Steering
Committee (NRSC), under the auspices of the Alliance for Telecommunications Industry Solutions
(ATIS), for the purpose of monitoring network reliability on an ongoing basis. As defined at that time,
the NRSC’s mission was to “analyze the industry’s reporting of network outages to identify trends,
distribute the results of its findings to industry, and where applicable, refer matters to appropriate
industry forums for further resolution, in order to help ensure a continued high level of network
reliability.”11

The FCC Makes Changes in Outage Reporting

In 2005, new FCC regulations regarding outage reporting were put in force.!? These new mandates can
be summarized as having three major aspects: (a) expansion regarding who was required to report; (b)
new reporting thresholds, timeframes, and concepts; and (c) limited access to the outage data due to
confidential protection under the Freedom of Information Act (FOIA). Regarding the reporting
expansion, in addition to wireline providers, the new requirements included wireless, satellite, paging,
and cable telephony service providers. Changes in the thresholds and concepts include events that
affect 900,000 user-minutes and events impacting DS3 facilities. Because of the new criteria, the overall
number of reportable events substantially increased. Limited access to the total outage data reported to
the FCC under the new regulations has seen the NRSC adapting analysis strategies using a reduced,
albeit statistically significant, data set voluntarily contributed by NRSC member companies.

Factors Affecting Network Reliability

The NRSC has historically recognized that identifying and understanding the underlying causes of
outage trends are an important part of learning from past experiences and preparing for future
challenges as networks evolve. When evaluating negative or positive trends that affect network
reliability, having standard analytical methodologies and trending schemas has proven to be a solid
link to the past, while providing a bridge into the future. The NRSC membership works to identify the
direct and root cause(s) associated with particular trends, evaluates these against existing Best
Practices, or appropriately develops new or modifies existing Best Practices. Additionally, members
appropriately develop new or modify existing cause code categories, review other completed studies,
review internal company outage data, determine contributing factors, and review associated federal
and state regulations.

Figure 2 illustrates the basic building blocks of communications infrastructure and is utilized by the
NRSC as a standard methodology. While each of the ingredients is essential for the operation of
communication networks, each ingredient includes intrinsic vulnerabilities that must be proactively
prepared for and addressed.

10 Since the subsequent re-charters under the name “Network Reliability and Interoperability Council (NRIC)”, this first
Council is sometimes referred to as “NRC-1".

11 Network Reliability: A Report to the Nation, Network Reliability Council, June 1993. Section I, p. 6.

12 Report and Order and Further Notice of Proposed Rulemaking, ET Docket No. 04-35, adopted August 4, 2004, released August 19,
2004; Errata, ET Docket No. 04-35, released September 3, 2004.
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COMMUNICATIONS INFRASTRUCTURE

Power Software Payload

ERVIGNIMERES Hardware NS Policy

Figure 2: Ingredient Framework for Communications Infrastructure!3

This framework is helpful in systematically reviewing the network elements and identifying possible
influences (either negative or positive) on national network outage trends. Table 1, Systematic Review
of Network Reliability Influencers - Examples, summarizes examples of these factors for each

ingredient:

13 Rauscher, Karl. F., Protecting Communications Infrastructure, Bell Labs Technical Journal Homeland Security Special Issue,
Volume 9, Number 2, 2004; Proceedings of 2001 IEEE Communications Society Technical Committee Communications Quality
& Reliability (CQR) International Workshop < http://www.comsoc.org/~cqr >; ATIS-0100523.2007, ATIS Telecom Glossary

2007, < http:/ /www.atis.org/ glossary/ definition.aspx?id=8347 >.
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Table 1: Systematic Review of Network Reliability Influencers - Examples!4

Ingredient Possible Influencers (positive or negative)
increasing dependence on power capabilities for distributed remotes
increased reliance on AC, which has more components

Power

decreasing number of subject matter experts
increased back-up power need for cooling during commercial power failures

Hardware

Software

Networks

Payload

Policy

Human

increased concentration of hardware packaging increases cooling challenges
increased physical security affects access
increased distributed mesh network topology potentially reduces significance of any single site

increasing use of common hardware across equipment suppliers
increased outsourcing by equipment suppliers

increased capacity of single elements

increased rate of technology turnover

increased outsourcing by equipment suppliers and network operators
increased use of artificial intelligence

increased deployment of service-oriented architectures

increased presence of worms and viruses

decreasing dependence on silicon for control (shift to software)
decreasing prevalence of deterministic availability and path control
increased complexity of interconnections with other entities
increasing exposure to wireless interfaces

increasing diversity of services running on networks (video, gaming ,etc.)
increasing variation in traffic levels due to service types

decreased segregation of traffic with control messages

increased use of “always on” sessions

increased number of connected network entities and elements
increased number of relevant standards

increased global divergence on the expected role of regulation
decreasing preparation for turn up of new capabilities

decreased time allotted for learning curve advances for new technologies
increasingly competitive environment increases overall workloads
increasing electronic authentication dependence to support virtual worksites
decreased social cohesion with proliferation virtual work teams

HEALTH OF THE NATION’S PUBLIC NETWORKS

The members of the NRSC have a historic and unique perspective on network reliability. Nowhere else
in the world have subject matter experts from competing companies gathered regularly for the purpose
of analyzing network outage data, developing consensus determinations about the data analyzed, and
offering expert guidance on actionable countermeasures to improve network reliability. Through this
collaboration, high reliability for the nation’s public networks is promoted, expert guidance is offered,
and an ongoing accurate view of the health of networks is provided at a national level. The NRSC

continues to believe that the reliability of the nation’s public network is the best in the world.

14 Systematic Assessment of NGN Vulnerabilities, Appendix G, NSTAC NGN Task Force Report, March 2006.
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Introduction to Special Studies

The NRSC had eleven special study teams and initiatives during 2008-2009. The purpose of these
special studies and initiatives was to bring industry experts” attention to network reliability issues or
concerns, to determine the underlying cause/s behind national trends, to determine the most effective
best practices or other means for preventing and ameliorating the impact of such events, and to provide
industry level guidance regarding the issue or concern. The keys to the success of these teams are open
dialogue, meaningful information sharing, and collaboration among the industry participants on
potentially sensitive issues. To protect the interests of participating companies and protect their

sensitive and critical infrastructure data, a Non-Disclosure Agreement (NDA) between the NRSC
member companies is in place.

The special studies presented in the following pages address the areas of DS3 outages, E911 outages,
wireless outages, wireline outages, NRSC restructuring, state outage reporting, notice of proposed
rulemaking initiative, a checklist of guidelines for pandemic preparation, NRSC FCC comment filings,
and Outage Reporting Advisory Subcommittee (ORAS) updates. The highlighted studies also
represent the thousands of hours that NRSC members have contributed to the painstaking scrutiny,
documenting, and publishing of publically available findings and results. These efforts are

instrumental in providing expert industry guidance and ensuring high network reliability in the
United States.

DS3 Outage Subteam

Outage Index - Non-DS3-Simplex
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Figure 3: Frequency of Outage for Non-DS3-Simplex Cause Category

Background

In order to address FCC concern over the increasing trend in the number of DS3 outage reports, the
NRSC created the DS3 Outage Study Subteam in December of 2007.
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Methodology of the Special Study

Eight service providers and one vendor participated in this special study. As part of their efforts, the
study participants examined the root and subcategory causes for DS3 outages, the outage duration, the
magnitude of the outage, and the growth of DS3s in the network for the period of January 2005 to
October 2007. Refinement of the outage data was accomplished by studying outage data by the
identification and use of new cause subcategories. The DS3 Outage team findings were established and
industry recommendations were identified as described below.

Findings and Guidance of the Special Study

The intense analysis resulted in the following significant findings and recommendations:

¢
¢

DS3 outages increased at a rate of 3.2% per month (January 2005 - October 2007).

NORS “Sympathy” reports (i.e., outages in an adjacent network) accounted for 17% of the
outages.

The median DS3 outages lasted 8 hours and impacted 11 DS3s (50th percentile).
Outages with 1, 2, or 3 DS3s grew at a higher rate than the overall rate.

¢ DS3 outages (~80%) were caused by: cable damage, hardware failure, power failure, external

environment, or were from unknown causes.

Within each of these areas, the actual cause was largely unknown (i.e,, 70% of the cause
subcategory was “other”).

10 new subcategories of direct cause were defined, studied, and recommended for further
review by the NRSC Outage Reporting Advisory Team. The recommended Subcategories are
(Note: the format below is Direct Cause: New Subcategory):

o0 Cable Damage: Fiber Failure

Hardware Failure: Card/Circuit Pack Failure

Power: Customer Premise

Power : Unidentified Power Surge

Power: Breaker Tripped/Blown Fuses

Environmental External: Animal Damage

Unknown: Outside Owned Network

Unknown: Third Party

Unknown: Cleared While Testing, Restored Before Cause Determined
0 Unknown : Other

O O o o o oo

“Fiber Failure” accounted for almost half of the outside Cable Damages (45%, increasing
6.2% /month).

“Card/Circuit Pack Failures” was the biggest “inside” contributor to Hardware Failure (69%,
increasing 4.3% /month).
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Recommendation:

¢ That the FCC adds a “Sympathy Report” checkbox to NORS to allow the reporting party to
indicate the failure occurred in another company’s network, thereby allowing identification of
redundant outage reports.

¢ Service Providers should r